
  



 

 

 

Pavan APN Security Gateway - Enterprise 
Access your APN users securely to your 
enterprise network  

OVERVIEW 
The Pavan APN Security Gateway combines the 
most comprehensive security protections to 
safeguard you Enterprise APN connected 
network. To protect threats like having physical 
access to APN modem and APN hop switching 
attacks, this security solution adds a layer of 
authentication and authorization protection to 
your network based on Two Factor/OTP options 
which are already know as most comprehensive 
solution 
 

COMPREHENSIVE THREAT 
PREVENTION 
Unlike traditional solutions that are subject to 
evasion techniques, introduce unacceptable 
delays, or let potential threats through while 
evaluating files, Pavan APN security gateway 
stops more malware from entering your 
network. With our solution your employees can 
work safely no matter where they are and 
doesn’t compromise their productivity. While 
users activities to enterprise network are 
authorized and logged Solutions like IDPS and 
WebAntivirus are also implemented for 
maximizing security. 

Product Benefits 

 Authenticate and authorize APN clients 

 Support MTN Irancell, MCI & RighTel 
APN Service 

 Use Two Factor/OTP Authentication for 
maximum security 

 OTP SMS authentication Support 

 OTP token support with Google 
Authenticator and OTP mobile App 

 Upstream LDAP/Radius Support 

 Captive Portal-IPSec-L2TP Support 

 Layer 2 Tunneling for Site to Site 
Connection for Adding a Subnet(s) to 
your network (Pavan basic gateway 
required) 

 Firewalling and Logging for incoming 
and outgoing connections. 

 IDPS/Antivirus 
Product Features 

 Simple deployment and management 

 Secure branch office connections with 
site to site and client-to-site 
authentication 

  Redundant appliance clustering 
technologies eliminate a single point 
of failure 


